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Abstract

Physical Layer Detection of Hardware Keyloggers

by

Saptarshi Mallick, Master of Science

Utah State University, 2014

Major Professor: Dr. Ryan Gerdes
Department: Electrical and Computer Engineering

This work is aimed at the detection of the presence of hardware keyloggers (HKL).
Here, of the two types of HKLs (active and passive), passive HKLs were dealt with. Passive
keyloggers are placed in parallel to the keyboard-PC connection and may not draw power
from the host device, unlike active ones that are placed in series with the keyboard-PC
connection and may draw power from the host device.

There are certain electrical characteristics (features) of a system which were seen to
be affected while the keylogger was attached to the system. The HKL is circuit-modeled in
such a way that its effect on the electrical characteristics can be studied and predicted. It
was possible to detect the presence of HKL by its effect on the electrical characteristics of
the system.

It was seen that the behavior of the features changed with the ambient temperature
where the experiment was carried out. So, experimental work was carried out in order to
find the dependency of the features on ambient temperature. This was done to restore the
stability of features. It was found that temperature is a good predictor of the electrical
features of the PS/2 keyboard clock.

Stealthy (drawing power from a place other than the host) and evasive (having the

technology to evade detection techniques) keyloggers were also considered; that evade the



iv
primary detection approach mentioned here. It was also found that none of these customized
keyloggers were able to make themselves immune to the secondary detection approach
mentioned here. From 4 to 100 keystrokes were found necessary in order to detect passive
and evasive HKLs attached to the circuit given baseline data (training data, i.e., no HKL
attached). Experiments were performed in order to identify the HKL without training data
on keyboards. This was done in order to see whether the HKL causes any consistently

apparent change in the keyboards, i.e., whether the HKL affects keyboards uniquely.

(77 pages)



Public Abstract

Physical Layer Detection of Hardware Keyloggers

by

Saptarshi Mallick, Master of Science

Utah State University, 2014

Major Professor: Dr. Ryan Gerdes
Department: Electrical and Computer Engineering

This work addresses the problem of detecting devices which are stealthily attached to
the computer for logging keystrokes from keyboards. These devices are known as hardware
keyloggers (HKL). When an HKL is attached to the keyboard, certain electrical characteris-
tics of the keyboard signal are altered. Based on these characteristics (features), differences
have been identified and an accurate assertion was made about the presence of HKL.

The characteristics from which the differences were obtained were used to make dis-
tributions and compared with distance-measuring methods. An experiment was done to
collect data from a number of keyboards and form two distributions (training and test) to
perform the comparison. It was possible to detect the presence of HKL in the keyboard
with a minimum of 4 to 100 keystrokes.

For justifying the stability of the features, the temperature of the surroundings was
obtained and the dependence of the features on temperature was obtained. Also, an exper-
iment was done to see whether the keyboards were uniquely affected by the HKLs. This
was done without using any training data, i.e., the distribution of features which was used

did not come from a known state of the system (either with HKL or not with HKL).
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Chapter 1
Introduction

Keyloggers are devices which log each keystroke from a keyboard and record them.
Keyloggers can be of two types, hardware keyloggers (HKL) and software keyloggers. While
HKLs are pieces of hardware attached to the host computer and have their own memory,
software keyloggers are software programs running on the host system. While the software
keyloggers need to be installed, the HKLs do not depend on any application or do not even
depend on power from the host device. There are a variety of software keyloggers available
on the market and much work has been done on detecting software keyloggers. In contrast,
the detection of HKLs is still an outstanding problem. Here, HKLs are dealt with; the
scope of this work does not include software keyloggers. One can argue that HKLs can be
detected simply by verifying the peripheral devices connected to the PC, but it should be

noted that an HKL can be placed inside a keyboard [1] or for that matter inside a PC.

1.1 DMotivation

A number of incidents suggest that HKLs are a threat. They have been used by
students to perform unethical actions such as changing grades on exams [2]; they have been
installed by hackers on victims’ computers [3] to steal money from password-protected bank
accounts, which represents a threat to the public [4]; and again keylogger-like devices were
placed by hackers on credit card readers where customers swipe their cards in a number
of stores across the US in order to steal credit card information. There are a number of
HKLs which have been made and are available on the market for sale. One can buy these
keyloggers for around $12-$30 or make them with the help of microcontrollers [5]. There
are two kinds of HKLs: active and passive. Only passive HKLs have been used for this

work. Active keyloggers are both input and output devices which are placed in series with
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the keyboard and PC (Personal Computer). When the keyboard communicates with the
PC, it takes in the signal from the keyboard and outputs it to the PC with the same thing
happening when the PC communicates with the keyboard. They can take power from the
bus of the keyboard-PC interface or can be self-powered. Passive keyloggers on the other
hand are placed parallel to the keyboard-PC line and can be self-powered (more details and
figures in Chapter 2). This is just an input device and does not output anything but causes
a kind of loading effect. Loading effect is the decrease in the voltage available from the
source to the load resistor. It is hypothesized that if there is a hardware device attached
to a system there will be distortions caused in the circuit signal. This hypothesis has been
validated by doing experiments with the electrical signals from the keyboard. This work
exclusively focuses on detection of passive HKLs, more importantly leveraging the fact that
it causes a loading effect in the line signal (more details in Chapter 2).

As the HKL has been built using a microcontroller (drawing power from a separate USB
bus) it has both input resistance of its pins and also an input capacitance which will cause
loading effects [6] and transient effects [7] respectively. Further experiments considered a
custom HKL which would make it evasive, which means that it will have a very high input
resistance and an input capacitance on the order of pF, evading the primary detection
approach mentioned here. The HKL considered here is stealthy, which means that it draws
power from a different bus other than the bus connecting the keyboard and PC.

In order to perform the comparison between the two states (HKL connected and
not connected), sophisticated Physical-Layer Identification (PLI) methods were used. PLI
methods have been used previously in wireless devices by Danev et al. [8] and in Ethernet
devices by Gerdes et al. [9]. In order to employ the PLI methods [10], device fingerprints
should be procured [11,12], which should remain constant (Reason for fingerprinting the
clock line of the keyboard in this case). In this work, PLI was used in detecting hardware
devices (HKLs) which is done for the first time and also opens a new domain for PLI.
The reason these methods are termed Physical-Layer Identification is that the device (key-

boards, in this case) is fingerprinted at the physical layer to obtain the data and perform
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comparisons, setting a baseline for the calculations. PLI requires that the features be com-
pared with a baseline. The features used here were voltage level when the PS/2 clock signal
was in steady state and the transient effects when the PS/2 clock signal was transitioning
from a high to low or from a low to high voltage (details in Chapter 2).

The loading effect caused by the passive HKL causes changes in the clock signal. As a
result, the PLI techniques used here for detecting small differences in the clock signal rep-
resent the first work as far as this area is concerned. The wire connecting the keyboard and
the PC was tapped by the custom keylogger and the line voltage was measured when it was
connected and when it was not connected. The rise time, fall time, and slew rate (transient
response) of the clock signal with and without the HKL attached (detailed discussion of
the experimental setup is in Chapter 4) were measured by connecting a high-speed ADC.
The line voltage difference being negligible for these evasive keyloggers, their presence was

detected by the change in transient response of the circuit.

1.2 Related Work

A software detection method for in-line (active) HKLs was proposed by Mihailow-
itsch [13]. The author looked at the power and the signal propagation time consumed when
the HKL was placed in the circuit. These discrepancies in the circuit will not be the case
when passive keyloggers are taken into account. They might not draw power from the host
device but sit parallel to the line between PC and keyboard. Ming-Chang et al. [14] took
into account that hardware keyloggers could be detected by looking for any unknown hard-
ware piece connected to the peripheral devices attached to the PC. Also, it is a common
notion [15] that visual detection is the best way to detect HKLs. This method will not
be successful, as discussed previously, when the keylogger is placed inside the keyboard or
inside the PC.

Coming to the ways in which the keyloggers can be defeated, Keshet et al. [16] stated
that if the keyloggers were incapacitated, which means that the memory of the HKL can
be filled up with useless data (affecting the storage capacity of the keylogger), then the

keyloggers were not able to capture data anymore. This will not be as effective in cases
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where the HKLs have high memory capacity as stated by Baloch [17]. More or less the
same idea, except for overwriting the memory, was stated by Greene and Parker [18]. No
research has been done on detecting passive HKLs or on detecting HKLs not using software

methods, thus motivating the work presented here.

1.3 Organization of Chapters

After the introduction in this chapter, the next chapter discusses the circuit model
used in the experiments, along with the threat model and the working of the PS/2 protocol
for the HKL. The third chapter discusses the feature extraction algorithm and proposed
architecture for detecting HKLs. The features are electrical characteristics, viz. voltage
levels and transient effects (rise time, fall time, and slew rate) of the clock signal. These
features were used to form distributions which were compared with a baseline training dis-
tribution. A threshold was set and both the known and unknown states were determined
according to the threshold. The error rates (results) of going above and below the threshold
were obtained for the known and unknown states respectively. The distance comparison
algorithms discussed here were used to compare the two distributions. The fourth chapter
discusses the experimental setup and the results obtained for the distance comparison al-
gorithms. The fifth chapter discusses the experimental setup where the temperature effects
were considered in order to prove that the features were unstable with temperature, and
results were obtained. The sixth chapter discusses ways to detect an HKL without a base-
line training distribution. This was done using data-mining and machine-learning methods,
which include Support Vector Machines (SVM) and one-class SVMs. The seventh chapter

puts forth conclusions and proposes future work.



Chapter 2
Characterization of a Keylogger: Its Circuit Model and Its
Detection

The circuit model of the HKL is discussed here. The model shows that its parallel con-
nection to the keyboard’s clock line takes only the clock signal as input. It does not output
anything but only causes loading effects and transient effects. The device fingerprinting
and the PS/2 protocol are also described in order for easier understanding of the process of

tapping the clock line by the HKL and how it is affected by that.

2.1 Keylogger Description and Related Assumptions

In this work, the PS/2 protocol [19] was used rather than USB, considering the fact
that the signal recovery and analysis for USB keyboards is far more complex than for PS/2
keyboards. Moreover PS/2 and USB buses act on the same principle, proving that the
method works for the principle as a whole and not just for the PS/2 protocol. The PS/2
protocol is described in detail in the next section. As discussed in the previous chapter, the
keylogger built here is passive; it is placed parallel to the keyboard-PC line and does not
draw power from the PS/2 bus. Figure 2.1 shows, in a generic way, how the connections
are done in an active HKL (Figure 2.1(a)) and a passive HKL (Figure 2.1(b)). It can be
seen from the figure that the passive HKL only takes the data and the clock from the bus.
It can either be self-powered or it can draw power from the bus connecting the keyboard
and PC. In this work, a self-powered passive HKL was considered in order to maintain its
stealth so that the detection approach, mentioned here, was not biased.

The main reason that active HKLs were not taken into consideration for this work is
that Mihailowitsch [13] had already proposed a method for detecting them. In all, there is

less research on detecting passive HKLs, passive being the rarest of its kind, so more stress
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Fig. 2.1: (a) Active HKL acting as both input and output device. It is connected in series
with the PC and the keyboard and can draw power from the bus with which it is connected.
(b) A passive HKL which only acts as an input device. The input from the keyboard to the
PC is only tapped by the HKL and monitored. It is placed parallel to the keyboard and
PC and it does not draw power from the bus with which it is connected.

is given on the detection of passive HKLs.

2.2 Threat Model

A £C (microcontroller) based HKL (as it is the most common one [5]) was used for
this work. The uCs have General Purpose Input Output (GPIO) ports which serve as
input to the place of tap when attached as HKL in the circuit. It is assumed that an
attacker places the pC-based keylogger in between the keyboard and the PC that reads
the keystrokes. It should be noted here that the point where the keylogger is connected
in between the keyboard and the PC does not affect the detection approach. The lumped
element model [20] states that L. << A . Here L. denotes the circuit’s characteristic
length which is shorter compared to the wavelength, A. Wavelength, being the inverse of
the signaling frequency between the keyboard and the host, is of a higher value as the
frequency is less for PS/2 [19]. Thus, the actual point of attachment of the keylogger, be it

inside the PC/keyboard or outside, does not matter as long as it is between the keyboard
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and the PC interface. For this reason, the model says that a passive HKL is placed anywhere

in between the keyboard and PC which logs keystrokes.

2.3 Overview of the PS/2 Protocol

Figure 2.2(a) shows the clock (red in the figure) and data (blue in the figure) signal of
a PS/2 keyboard. Here, high was +5V and low was 0 V. Both the clock and the data lines
were at high state when no key was pressed, i.e., no data was being transmitted, which is
the idle state. As soon as a key is pressed on the keyboard, the data line goes low and that
in turn pushes the clock line to go low. The PC reads data and samples it from keyboard
when the clock goes negative. The PS/2 bus of the keyboard has four wires which were used
here [19]. These are clock, data, power (+5V DC at 275 mA), and ground. The frequency
of the PS/2 clock is 10kHz to 16.7 kHz.

The clock and the ground signals, but not the power signal, are needed to connect
to the keylogger, as it is stealthy. The data line is needed by the attacker for recovering
the keystroke but was not used for detection here in this work. All the calculations here
were done using the clock line. This is because the clock line is not only a repetitive signal
(satisfying the PLI requirement of fingerprinting as stated in the previous chapter) but also
it is the same for all the keystrokes for a particular keyboard and remains almost the same

for different keyboards, too.

2.4 Circuit Model of the Keylogger

The HKL, which was modeled as a first-order RC-circuit (Figure 2.2(b)), is presented
here. The GPIO ports of the microcontroller, used to model the HKL, control the input of
the HKL in the circuit. From the figure it can be seen that the HKL can be represented
with a resistance Ry; and Cy; (both being finite quantities) parallel to each other. The
resistance is produced from the resistance of the GPIO ports of the pC due to the leakage
currents. The capacitor has a capacitance on the order of pF and the HKL input resistance
is on the order of k€ at higher voltages and MS) at lower voltages [21].

As a property of the PS/2 clock, as soon as the data is transmitted, the clock line
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Fig. 2.2: (a) Electrical signal from the keyboard when the space bar is pressed (green: clock
line; blue: data line; the clock is offset by 250 mV to aid visualization). Data is sampled
by the host at the falling edge of the clock. (b) A passive HKL modeled in terms of its
input capacitance C}; and resistance Ry;. The HKL is connected in parallel with the PC
(represented by the load R,.) and keyboard (represented by the square-wave voltage source
Vip, with output resistance Rggp).
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goes from +5V DC (High) to 0V DC (Low). Without the presence of HKL, the downward
transition from high to low is a fast drop Vi(t). It is still a function of time due to the
presence of very small capacitances in the PC (stray capacitances). In the presence of HKL
the downward transition becomes a natural response of the RC circuit [20]. Ry, being
small as compared to Ry, and Ry (as the keyboard is a voltage source of voltage Vi), can
be ignored for the moment and the line voltage will be Vi(t) = 5exp <_Tt> where 7 = (R
|| Rpc) Cri- For the rise time the capacitor discharges and the clock goes from low to high
with the reversal of the polarity of Vip.

The input impedance of the GPIO pins of the uC helped in detecting the HKL in two
ways: (a) measuring the difference in voltage level of the clock signal (level-based detection
approach), which was the primary detection technique, and (b) measuring the difference
in the transient effects due to the small capacitance offered by the GPIO pins (transient
effect-based detection approach), which was the secondary detection technique. As the
capacitance of the capacitor was very small (on the order of pF) the resultant transient
effects were small. When the transient effect-based detection was taken, the rise-times and
the fall times were calculated according to a particular standard [22]. It can be seen from
Figure 2.3 that there was a very small change in the rise time and fall time of the clock
signal. The rise time and the fall time were less when connected without HKL (blue) than
when connected with HKL (red). With the values of Ry and R, on the order of M
and M) respectively and the value of capacitance on the order of pF, the time constant
came out to be on the order of ps. Thus, the difference was on the order of ps, which was
detectable.

Due to the small input capacitance of the GPIO pins, it was ignored while performing
the level-based detection. The first two upper and lower clock level voltages were calculated.
It can be seen from Figure 2.4 and Figure 2.5 that there was a definite difference on the
order of mV for both the lower level (Figure 2.4) and the upper level (Figure 2.5) of the
clock. The red color is the one with HKL and the blue color is the one without HKL. From

the model discussed previously, the line voltage with (V;) and without the HKL (V;) was
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Fig. 2.3: (a) The falling and rising portions of the first clock period of a keyboard’s clock
line for sampling rate at 125 MS/s and (b) 1 MS/s. The difference is clearly visible when the
HKL (experiment done only using the 3 pF capacitor to see the transient effects) is present
(red) compared to when it is absent (blue). Shown for two keyboards with an average of
100 records for each.
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calculated.

In the absence of HKL, from Kirchhoff’s current law it can be written that

Vi VWi
Rpc Rkb
Simplifying we get
Ry

Vi=——"F"V5. 2.1
1 R+ Ry kb (2.1)

Req = Ry || Rpe is allowed with Vl/ being the line voltage with HKL connected, which

gives through Kirchhoff’s current law

Vi _ VeV
Req Rkb
Simplifying, it can be written as
/ R
V= — V. 2.2
= Ryt B (2:2)

Equation (2.2) is less than or equal to Equation (2.1) when R, < Rpe.

These equations give the line voltages with the HKL connected (Vl/) and without the
HKL connected (V). The dependence of the line voltage on Ry, which is the input resistance
of HKL, suggests that a change in Ry; would definitely lead to a change in the line voltage,
which fact is leveraged in performing the level-based detection approach. It can be seen
that the value of Ry; is crucial because if it is too high then it does not have any effect on
the difference in line voltage. Calculations were made taking Ry; to be as high as 10 MQ2
and taking R, to be as high as on the order of M (say 1 M€, being a load resistance). The
keyboard being a voltage source will give a small resistance compared to Ry and Ry [20].
Taking Ry as 5002 the drop in the line voltage when the HKL was present to when the
HKL was absent with Vi, = 5V is V] —Vl/ ~ 2501V, which can be detected by the PLD
(Physical-Layer Detection) methods discussed here.

Now, it is considered that there is an attacker who can evade this level-based detection
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Fig. 2.4: (a) and (b) show the voltage of the clock line with (red) and without (blue) HKL
(1C keylogger) for the lower portion of the first two clock periods. In each case the level
is less during HKL’s presence due to the loading effects of HKL. These are shown for two
different keyboards with an average of 100 records for each.
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Fig. 2.5: (a) and (b) show the voltage of the clock line with (red) and without (blue) HKL
(1C keylogger) for the upper portion of the first two clock periods. In each case the level
is less during HKL’s presence due to the loading effects of HKL. These are shown for two
different keyboards with an average of 100 records for each.
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approach. It can be assumed that he/she puts a device with a very high input impedance
compared to R,. for which the voltage difference is too small to be measured. The value of
Ry (producing the equivalent resistance along with R,.) should be selected by the attacker
in such a way that the R, is large enough not to be resolved by the ADC. The derivation
which follows will show the minimum value of R., for achieving this.

From Equation (2.2) it can be written that

_ RuV,

Reg = .
V-V,

(2.3)

Adding and subtracting V;Ryp in the numerator and V; in the denominator, in the

above equation, it can be written that

_ RipVi-RppVi + RV

Req = ; , (2.4)
ViV, + V-V,
_ Rp(Vi-(Vi-V))) (25)
T VeV (Vi-V))
Ry (Vi-1)
Ryy=——7-—, 2.6
T Vie-Vi+r (2:6)

where r = Vl—Vl/ which is the minimum resolvable voltage difference by the ADC which
would be used.

From the above equations it is clear that the attacker should cleverly choose the value
of Rjy; while customizing the keylogger such that the drop across R, is large enough not
to be resolved by the ADC in order to evade this level-based detection approach and small
enough to minimize the time constant.

An interesting observation which can be made from the above two figures is that the
drop in the line voltage due to the presence of the keylogger is different for different key-
boards. This is because every keyboard has a different Ry,. The higher the value of Ry,
the larger the drop in voltage, which is also evident from Equations (2.1) and (2.2). The

attacker knows that changes in Ry; will definitely be noticeable but the change in Ry, can-
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not be restricted, as it depends on the keyboard used. This can open a possible area for
research about how to change the value of Ry, with the introduction of an HKL such that
one will not be able to detect whether the change in the keyboard resistance is due to the

HKL or due to the change in keyboard type.
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Chapter 3
Proposed Physical-Layer Detection Methodology

The previous chapter describes the mechanism for how the HKL affects the clock line.
In this chapter an architecture is proposed which will be able to scan the signal and see
where the display of signal distortion is greatest. The extraction routine extracts the so-
called “features” (voltage, frequency, rise time, fall time, and slew rate) of the signal, leading
to the comparison routine. More precisely a distribution of level and transient effects are
considered for comparison. The distance-comparison metrics used here are sensitive to very
small changes in the state of features (able to detect differences up to the order of ns and

mV for transient-based and level-based approaches respectively).

3.1 Procedure

The procedure followed here to detect the keylogger with the help of the features ob-
tained is depicted in Figure 3.1. The clock signal from the PS/2 keyboard was fingerprinted
and the features were collected. The features used here are the voltage level of the clock
signal for the level-based detection approach and rise time, fall time, and slew rate for
the transient effect-based detection approach. A distribution of features, obtained from a
number of keyboards, was formed. Two distributions were dealt with here, the training
distribution and the test distribution. The test distribution was compared with a baseline
distribution known as the training distribution, based on a threshold value that was kept
between the training and the test distributions. The test distribution was from an unknown
state of the system (it was not known whether or not the HKL is connected). When the test
distribution was above the threshold and the training distribution was below the threshold,
it was asserted that the test distribution came from a system other than that of the training

scenario.
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Fig. 3.1: The entire procedure is depicted. The clock signal is fingerprinted and the features
are extracted. Both the level and transient effects are considered. Distributions are formed
by taking features from a number of keyboards. These distributions are compared using
distance-measuring metrics.

3.2 Architecture

Figure 3.2 shows the proposed physical-layer detection engine which was used. This can
be placed anywhere between the PC and the keyboard. The figure shows that there were
three blocks, represented by db, f(:) and d(-). Block d(-) was used for the comparison of
features using distance-measuring algorithms discussed later in this chapter. f(-) extracted
the features from the clock signal which were sampled using the ADC (sampler in the figure).
The sampler was connected to the clock and ground because, as discussed in the previous
chapter, the clock line did not change with every keystroke. “db” is the database where
training and test data were stored. Two types of ADCs were used to obtain 1 MS/s and
125 MS/s sampling rates. The first ADC was necessary for measuring the drop in the line
voltage and thus needed to have a higher resolution. The second ADC, which had a higher
speed, was used in order to obtain a difference and measure the time constant on the order
of ns. (The reader should refer to the data collection procedure in Chapter 4 for a detailed

description on the ADCs used.)

3.3 Feature Extraction
From the previous chapter it is evident that the changes in the waveform due to the

presence of HKL can be seen with the naked eye. From Figures 2.4 and 2.5 it is evident
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Fig. 3.2: The proposed architecture for detecting HKLs at the physical-layer. A sampler
(ADC) measures the voltage of the clock line. When a key is pressed, the corresponding
samples are processed to check if they match a baseline acquired in the absence of an HKL.
The attachment of an HKL would change the line state by a detectable amount.

that the features which might be effective are the upper and lower clock level voltages for
the down keypress.

It is also evident from Figure 2.3 that the rise times, fall times, and slew rates' can be
taken as features so that a comparison can be made between the signal’s transient analysis
distribution.

After the sampling was done by the sampler (ADC), the records needed to be aligned
with a particular reference signal. The reference signal was taken from the first record of
each keyboard without the HKL attached, and the alignment was done by the correlation
of the reference signal with a whole record, taking the keydown portion clock signal. The
clock signal which was considered as a square wave [23] had the upper and lower levels
when it was high (+5V) and low (0V) respectively. The next step was the extraction of
features (f(-) in Figure 3.2). For extracting the upper and lower levels, the clock signal
was traversed, and features were extracted from the lower and upper portions of the clock
for the down keypress. When the clock signal became less than a certain voltage threshold
value (shown in Figure 3.3), then the sample points corresponding to that region were taken
as a lower clock signal, and when it was above a certain voltage threshold value, then the
sample points corresponding to that region were taken as the upper clock signal. The lower

clock level was the first downward clock signal and the upper clock level was the upward

!Slew rate being the rate of change of voltage with